Abstract-The objective of this study is to enhance the confidentiality and security of the image steganography application by combining cryptography algorithm. In this proposed model, the RSA algorithm is used to encrypt a secret message into an unreadable ciphertext before hiding it in the image. Diffie-Hellman algorithm is used to determine the pixel on an image that will be used to store the message. A system based on the proposed algorithm will be implemented using Java and it will be more secured due to double-layer of security mechanisms which are RSA and Diffie-Hellman.
form called ciphertext. On the other hand, steganography provides data security by hiding the information in a cover medium so that even the existence of a hidden message is not known to an intruder. Authors [4] - [5] describe steganography can be implemented into a variety of media for example image, audio, and video, however, images could be a powerful host to hide information because the spacious spaces it offers. Moreover, the changes in digital images are usually unnoticeable to a naked eye.
Therefore, combining the cryptography with steganography can be the best solution in securing a message. In this paper, the researchers propose a double layer security mechanism on image steganography by encrypting the secret message using RSA algorithm and exploiting the Diffie-Hellman algorithm to determine the pixel in order to embed the secret message in an image. The rest of this paper is organized as follows: Section 2 reviews the related works on the existing methods. Section 3 presents the proposed algorithm to produce a secure steganography. Section 4 discusses the experimental results and section 5 provides the concluding remarks.
II. RELATED WORKS
According to [6] - [7] there are many image steganographic techniques have been developed. Among these techniques, least significant bit (LSB) technique has been widely used due to its simplicity and speed. LSB is refers to the right most bit in a binary integer. In this technique, LSB replaces the lowest bits in images with secret message bits. LSB in an image is said to have a high capacity of embedding secret message because many pixel value of images can be manipulated and replaced with the secret message.
In [8] , the researchers combine cryptography and steganography in their works where conventional LSB modification has been improved by randomizing bit number of host message used for embedding secret message. Besides, the sample number containing next secret message bit has been randomized as a second of proposed improvement. In their works, to secure secret message, in case the steganography technique breaks, they used Advanced Encryption Standard (AES) with 256 bits key lengths. The proposed technique has been tested on a .wav file at a sampling frequency of 8000 samples/second with each sample containing 8 bits. The improvised proposed technique works against steganalysis and decreases the probability of secret message being extracted by an intruder. The result of this satisfies the threshold condition and is more difficult for an intruder to break.
Another similar approach but using different cryptography algorithm has been proposed by [9] . They used AES algorithm for encryption process for securing ecommerce and Secure Image Steganography Using Encryption Algorithm Siti Dhalila Mohd Satar, Nazirah Abd Hamid, Fatimah Ghazali, Roslinda Muda, Mustafa Mamat, and Pang Kok An m-commerce. This encryption process has been combined with random LSB technique to make the model more secure. For encryption, they used block size of 16 bytes processed with 128-bit keys where this is the best combination for operation due to speed and memory limitation of devices used. In their method, the combination of steganography and cryptography provides strong secure and invisible communication.
Pund-Dange and Desai [10] proposed a method for integrating cryptography and steganography for secure communication using an image file. The RSA algorithm is used in encryption to produce a ciphertext where the algorithm is based on an integer factorization which belongs to NP-Intermediate complexity class. This ciphertext is embedded in the image using LSB technique.
III. PROPOSED MODEL
In this section, we proposed a new model for a double layer secure mechanism that uses cryptography and steganography to secure and hide the secret message, prior to sending it via insecure communication channel.
An image steganography model has four main processes; encryption, embedding, decryption and extracting. In this proposed new hybrid algorithm, for the encryption process, RSA algorithm has been used to encrypt the message into the plaintext. For the embedding process, Diffie-Hellman algorithm has been used to select the pixel to embed the message. Fig. 1 shows the image steganography model with new hybrid algorithm and the explanation of the process in Table 1 . Receiver generates an assymetric key pair and its secret key, 2 is then used to generate 3 is sent to sender together with public key 4
Sender uses to generate common secret value 5
Sender generates and sends it to receiver 6 Sender hides secret message into the stego-image by using the common secret value and the public key 7
Sender sends stego-image to receiver 8
Receiver uses to generate common secret value 9
The receiver retrieves the message from the stego-image by using the common secret value and the private key IV. EXPERIMENTAL RESULT An application was developed in Java Programming Language to implement the proposed hybrid algorithm. The application involved two main modules; sender and receiver respectively. Fig. 2 shows the sender interface. On the sender side, the user to browse an image, also access public key file that contains the value of public key and common secret value that shared by both parties. Principally, capacity is used as one of the evaluation criteria. Capacity can be defined as the amount of information that can be concealed within the cover image. By using the proposed algorithm, capacity can be expressed as a number of bits, which indicates the maximum message size that might be inserted into an image. The histograms of cover and stego-images have been used to indicate that the proposed algorithm is very much statistically strong. The histograms are the common method to discover the effect of hiding data inside the cover image.
For testing purpose, several different images have been used with different width and height. In order to ensure the quality of the stego-image, Peak Signal-to-noise Ratio (PSNR) is calculated using Matlab. According to [1] , PSNR is the ratio between the maximum values of signal measured by the amount of noise that affects the signal. The formula of PSNR calculation is defined as equation (1).
Where MSE is referring to Mean Square Error which has given in formula in equation (2) .
Cmax holds the maximum value in the original image. Sxy is the pixel of the cover image in which coordinate (x, y) and Cxy is the pixel of the stego-image in the coordinate (x, y). M and N is the size of the cover image and the stego-image.
In the experimental process, three images have been used as in Fig. 3 . The dimensions of the pictures are 512 x 512. The secret message is "The quick brown fox jumps over the lazy dog". Table II 84.2dB. This result shows that the proposed algorithm produced a high capacity of secret message. In practice, it becomes very difficult to see the differences between the cover image and the stego-image for PSNR greater than 40 dB. The greater the PSNR value, the less the distortion of image will be. In other words, the larger the PSNR value, the smaller the possibility of a variety of visual attacks by human eyes. This proposed double layer secure mechanism aims to produce a very secure model by combining image steganography with cryptography. In this model, RSA is responsible for encrypting and decrypting the secret message while Diffie-Hellman algorithm enables both parties to share common secret value in order to select the pixel for embedding the secret message.
This model is robust because extracting data without knowing the architecture of the proposed technique is difficult. Even if, the intruder collects the LSB from the cover image; he still could not read the secret message because it is in the form of ciphertext. From the experimental result, it has proved that the model will produce a good quality image after inserting the high capacity of secret message with the PSNR value of 71.9 dB. When the embedding capacity of the secret message increases, it will result in slight decline of PSNR value. 
